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Abstract: Driven by amix of increased regulation, business expectations and the sheer growth of igiitt, d
archives are not only growing in capacity, but also in the number of individual objects that are being stored and
managedb S E & Asyufedris a CASContent Addresdde Storagpsystemcapable of protecting, retaining and
searchingmillionsoffiles it is designed to be a simplget securg@lug- and- play solution for businesses$ all sizes

Online Digital Archiving, théarket Backdrop

ChallengesRealities,and whyArchive?

ESG estimates that organizations will retain nearly 63pg#abytes of unstructured data in digitatchives over the

next three years in order to meet litigation and regulatory mandates (e.g., Federal Rules of Civil Procedure@RCP), S
HIPAA, GLBAnd PCDSS) antb support business intelligence initiativésToput this inperspectivejt was onlyin

2009,that Eric Schmidt, Goodled , ksfirhatedthe total capacity of data on the internett 5,000petabytes *

Figurel. Total Archived Capacity, by Content Tyéorldwide Petabyte$

Total Worldwide Digital Archive Capacity, by Content Type, 2@082 (Petabytes)
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! Source: ESG Research Regitg Archiving Survelpecember 2007All ESG research statistics come from this report unless otherwise cited.
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The goal of ESG Lab reports is to educate IT professionals about emerging technologies and products in the storagegdatannand information security
industries. ESG Lab reports are not meant to replace the evaluation process that should be abbédtmte making purchasing decisions, but rather to provide
insight into these emerging technologies. Our objective is to go over some of the more valuable feature/functions of pshductsow they can be used to solve
real customer problems and identifiny areas needing improvement. ESG Lab's expertphirty perspective is based on our own hasmstesting as well as on
interviews with customers who use these products in production environments. This ESG Lab report was spoméexsdrby
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ESG research indicates that the vast majority of corporate digital assets are stored as unstructured data. Unstructured
file data, which includesffice documentsdigital images, audio, and video files, accounted #¥7f global digital

archive capacity in 2@0and is expected to constitute the bulk of digital assets for the foreseeable future. Growing at a
compound annual rate of 79%, the worldwide capacityfilerbased unstructured archive data clearly dwarfs that of
database and-enail data as shown in FigureThe situation cries out for organization, management and easy access.

LGQa y2 adzNdeiNdodtySof digkrizgtions fiédodgnizeithe need fite-based archiving solution§5%of
organizations surveyed by ESG currently have some form of formal process and/or technology in place to manage the
archiving of filebased content. An additional 29% of organizations surveyed expect to deploy fileirgcsolutions

over the next few yearsln the same surveyrriproved search, performancand security ardigh2 Yy Odza G 2 Y S NE& ¢
solutionWishlistsQIndeed, 8zt t O2y i Sy i AYRSE | yR aSI NDOK A& G(GKS ydzyoe
prospective customers of archiving solutions.

bSEalyQa ! 8adz2NB2yY {SOdaNB:Z hytAyS | NOKA @GS
Assureon is aelfmanaging content addressable storag@A@platformthatextendsb SE& | y Q& FlF YAt & 27
storage systemdAssureon is a didkased onlinarchive platform designed to be a simple, plug and play soluthoat

enables organizations of all sizes to protect, retain, search and reuiesteuctureddigital assetsApplications

producing fixed content can point to an Assureon located on the agtwas a shared drive and begin writing data to the
device immediately. This simple process enablegeneralists in small enterprises and midrket companies to quickly
deploy the system with confidence.

Figure2. Secure, Trasparent Archiving with Assureon

Application or File Servers

=
Email Archiving \‘ J

Imaging Services

|

Enterprise Content L
Management =
|

—
Assureon Client copies or migratesfiles

Enterprise Report
Management

File Services

*J
]
'J

Nexsan Assureon
Online Storage
Application Servers (CIFS & NFS) Archive

Win2K, Linux/Unix  Assureon Edge NAS

Assureon is engineered with the goal of providing a secure, online archive for high value co@iéigh performance
platform that is power, space and cost efficieMtindows 2003 and newer servers use a lightwedieint that provides
direct archiving to Assureon of any desired drives or folders wa@nyeplatform that can mount an NFS or CIFS share can
access Assureon through an integrated NAS gateway, completely transparently.
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Figure3. Flexible Deployment and Management Models
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Assureon provides these benefits in a flexible, scalable package that allows customers to deploy their managgtig
archive solution or to engage a service provider to provide secure hosted archive services, as $tigune3n
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Handson: Assureonn Action

Assureon online disk storage archive providamerous features to guarantee thfites are safe from prying eyesave
not been tampered with, and aneot corrupted over timeESG Lab recently testégsureof @nline archivecapabilities
in a simulateccontent managemenenvironment focusing on data privacy, integrity, and longevity.

Privacy

Assureoruses the following capabilitigs providesecured, private access ttata, bothwithin organizations and
between multiple organizations sharing the samfastructure.

91 Data Separation and Securgyndividual users, departments, or customers can store their files in their own
virtual archive. Within Assureon, data is logically and physically separated ensuring privacy and security.

1 Access Audit TrailAssureon establishes an unalterable audit trail for the life of an archived file. Every time a
file is accessed, a record is kept of who accessed it and when it was accessed.

1 Encryption Assureon protects information privacy and security with AE®2%66yption, ensuring the
highest levels of file privacy and security.

To provide scalability and data separation, Assureon can be divided into separaaec@i%&s providing physical data
separationinside an enterprise or between customers of a clouchpating SaaS provideEach CAS archive can house
multiple virtual archives, each consisting of a sepadatabase and CAS object stoas,seen irfFigured.

Figure4. Data Separation and Security with Assureon.
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l 34 dz2NB 2y Qa & dzLJLJ2 atdhiveReaaNlds YAskirébi thXcae, Haive NAIQHS dbject limits, and to take

I RGLFYyGF3S 2F bSE&l yQa ! dzi Zieg'cdsts forNidBdquz@ly dc@ssed viktugll archtisd NI |
classification within a virtual archive can be further divided into subclasses, such as departments, for more granular
control. All CAS archives and virtual archives and data classifications ozanged from a single pane of glass as a

single system.

ESG Lab Testing

ESG Lab used a standard x86 PC running Windows Server 2008 with the Assureon client installed. Using Windows
Explorer, a folder named DATA was created and its properties ageessed by rightlicking on the folder name.

As seen irfrigureb, the Assureon client adds a tab to the properties page to access and set Assureon archive policies.
Administrators and users will only see the Assureon tab if they have permission to set policies.

Figure5. NexsanAssureon: Configuring Archiving for an Application Folder.
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Two folders were created, Finance and MarketiRgr both foldersESG Lab set the organization name, retention rule

and action to be performed on all files created in or copied to the faldéwrchiving can be set to real time and&ync

mode. Real Timeauses all files to be processed immediatgdpmi creation and close or modification and close, while
syncprocesssTAf Sa YlydzZtte 2N OO2NRAY3I (2 | &AO0OKSRdz S® C2 N
with shortcutt to immediately replace all archived files with shortcuts. Usenge the option to leave the original files

in place, while still protecting the files in the archive, or set a threshold to have files replaced with shortcuts when spac
is neededThe Assureon Web GUI can be used to create more advanced or detailec groliciesjncluding setting

flexible or compliant retention, setting the number of days before an archived file is replaced with a shortcut, or the
specific file name pattern to match, if only certain files in a folder need to be archived.

ESG Lab testiedata privacy bjogging in aswo different useis, onefrom the Finance department, arehe from the
Marketing department, therexamining th& archivedfolders using Windows Explorer, Assureon Explorer, and the
content search feature in the Assureon GUI. Only the folders ancefildsuser had permission to see were visible.
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Figure6. Data Privacy with Assureon
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Assureon ensures data integrity using multiple integrated techniques and technologies.

|l

T

Fingerprint & Integrity When data is archived, it is assigned its own unique fingerprint that stays with the
file through its life cycle. If a single bit changes, fihgerprint will change.

SelfAuditing and SelHealing- Assureon continually monitors files for fingerprint discrepancies protecting
against tampering, viruses, corruption, accidental or deliberate deletion and theft. If discrepancies are
discovered, Asureon notifies administrators and automatically $efils the file.

Independent Date and Time Stamp & & dzNB 2 ¥ Q & timeysdriisd_pieyeRSmyodifications to the
deadSyQa ensuring$he iBtégatyof retention periods. With Assureon, tanipgwith the system
clock or the date stamp on the file itself is prevented.

To testdataintegrity, a text file was creatednd copied intdhe folder created in the previous stephe copy operation
completed irstantly, with all the archiving and housedq@ng functionssuch as calculating the digital fingerprint,
completing automatically and transparently. The file vwaamined and verigd that the text was exactly as entered.
Next the filewash Yy G Sy G A 2 ¥ I byt cBangin@tReNebiitizntdioSoRI2one coBSG Laéxamined the integrity
log, shown irFigure?. Self Aditing and Self Healingfter the system completed an automatntegrity audit.The
integrity log shows that the changes to the object were detected, corrected and the corrupted copy of the file was
copied to a quarantine area, to preserve it for investigative purposes.
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Figure?. Self Aditing and Self Healing

ESG lab examined the contents of each version of the file using Assureon explorer, confirming that the content
the file had been restored to the correct state.

Figure8. Archive Contents iAssureon Explorer
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server, by rightlicking on the file andefecting the appropriate action.
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